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Smart pumps represent a significant advancement in 
the safety of parenteral medication administration.1 
Smart pumps with dose error reduction software 
(DERS) support organizations in creating a tailored 
library of medications with associated dosing 
guidelines. By establishing dosing limits and alerts 
within DERS, organizations can use smart pumps to 
detect dosing and programming errors that may harm 
patients. This safety bulletin outlines situations in 
which bypassing the drug library and DERS takes the 
“smart” out of smart pumps. It also describes the 
risks associated with bypassing this software and 
offers strategies to increase the use of this technology.

INCIDENT EXAMPLES 

Incident #1: 

For a patient requiring administration of 
HYDROmorphone by an infusion pump, a nurse 
incorrectly selected a premixed minibag of 
HYDROmorphone intended for use with a 
patient-controlled analgesia (PCA) pump. The 
drug library in the infusion pump did not include 
the concentration of drug in the minibag intended 
for PCA. In the absence of a drug library option, 
the nurse selected the “basic mode” of adminis- 
tration, which required manual input of the dosing 
parameters (e.g., concentration, dose, rate, volume 
to be infused). The rate of administration of 
HYDROmorphone was inadvertently programmed 
in terms of “mg/min” (milligrams per minute) 
instead of “mg/h” (milligrams per hour), which 
resulted in a fatal overdose.   

Incident #2: 

An order was received to infuse vasopressin at 
0.08 units/min. The pump’s drug library would 
only allow vasopressin to be given at 
0.04 units/min. To infuse the medication as 
ordered, the nurse chose “no drug selected” to 
program the pump.

“No Drug Selected” = Taking the Smart Out of Smart Pumps

BACKGROUND

The DERS is the foundation of smart pump safety 
features. Drug libraries incorporating DERS typically 
include the following features:2

•  Available medications in commonly used or 
standardized concentrations     

•  “Soft” dosing limits (which can be overridden) 
and “hard” dosing limits (which require 
reprogramming; example provided in Figure 1)3

•  Bolus-dose, and possibly loading-dose, options  
•  Clinical advisories (e.g., requirement for an 

independent double check, reminder to change 
intravenous tubing after a certain period of time)  

•  Pump auditing capabilities (e.g., number and 
types of overrides, number of uses involving the 
“no drug selected” function) 

Choosing "no drug selected”, “other drug”, “drug X”, 
“basic mode”, or a generic “IV fluids” (depending on 
the pump model) bypasses the smart pump’s drug 
library and DERS features. This type of workaround 
necessitates manual entry of the infusion rate and 
volume for the selected medication. Staff report 
using this function when the drug, concentration, or 
dose needed for a particular patient is not available 
in the drug library, when they are dealing with an 
emergency situation, or when the device-user 
interface is complex.4,5 Choosing to not use the safety 
technology associated with DERS—by overriding an 
alert or administering a dose that is outside the 
prespecified dosing limits—increases the risk of 
programming-related errors and potential patient 
harm.4 Importantly, when the drug library and DERS 
are bypassed, the smart pump is unable to identify 
any pump programming errors.4

DISCUSSION

In each of the incidents described above, the desired 
drug concentration or infusion rate was not available 
in the drug library. As a result, nurses chose the 
“basic mode” or “no drug selected” option in the 
smart pump, which necessitated manual programming 
of the infusion dosing parameters. The following 
factors can contribute to this type of workaround: 

•  Lack of a timely, stepwise approach to determine 
why the required information was not available in 
the drug library (e.g., the drug library was not up 
to date) and to address the discrepancy (e.g., by 
adjusting the order or selecting a different 
medication product).    

•  Lack of standardization among prescriber orders 
(e.g., lack of predefined order sets).  

•  Lack of alignment among organizational protocols, 
order sets, intravenous infusion manuals, drug 
libraries, and infusion practices.   

•  Complacency related to frequent use of the “no 
drug selected” function.   

•  Lack of appreciation for potential errors and patient 
harm when pump safety features are bypassed. 

Smart pumps can capture extensive audit details 
about how these devices are being used, including use 
of the drug library, frequency of alert types, action 
taken in response to an alert (e.g., reprogramming for 
hard limits), and frequency with which soft limits are 
overridden.3 Analyzing pump audit data allows 
organizations to gain greater understanding of the use 
of the pumps and to optimize the safety benefits that 
such pumps offer.6,7

RECOMMENDATIONS

Nursing Leaders

•  Develop a timely process to support end-users 
when incorrect or missing drug library settings are 
identified, as well as a clear process to remedy 
the concern.    

•  Implement a process to regularly (e.g., weekly or 
monthly) solicit and respond to feedback from 
nurses regarding the use of the “no drug selected” 
or equivalent function.  

•  Work with relevant multidisciplinary teams to 
ensure that drug libraries reflect current evidence, 
as well as local dosing practices for each 
specialty area.   

•  Provide initial and ongoing education to the 
nursing team and clients who will manage delivery 
of medications via pumps. For example, include 
tips for mental estimation to validate the 
medication dose programmed.

Pump End-Users

•  Ask a colleague to provide an independent double 
check when administering high-alert medications.7

•  Provide feedback to clinical leaders and/or 
pharmacy about incorrect or missing drug library 
settings. This can include use of reporting systems 
or other established mechanisms.

Multidisciplinary Team

•  Standardize drug concentrations, dosing, and 
infusion rates (e.g., units/min, units/h, mcg/min, 
mcg/kg/min), where applicable.    

•  Design order sets and protocols with the end-user 
in mind; include critical information for medication 
administration, whenever possible.  

•  Engage representatives from relevant specialty 
areas when building and updating drug libraries.  

•  Perform regular reviews to ensure that drug library 
content matches organizational protocols, order 
sets, and best practice.  

•  Add an auxiliary warning to products intended for 
use with a specific pump only (e.g., “for PCA
only”). 

Organization Management

•  Create a culture of safety that supports reporting 
and learning.    

•  Develop a quality improvement plan that utilizes 
available pump audit data to improve infusion 
pump safety.   

•  Regularly update organizational policies and 
protocols, intravenous infusion manuals, order sets, 
safeguards, and education associated with the safe 
use of infusion pumps to incorporate learning from 
incident reporting and analysis.   

•  Enable wireless and real-time updating of drug 
libraries so that pumps reflect the most recent 

version of organizational protocols, order sets, and 
best practice.7

•  Consider developing interoperability between smart 
pumps and electronic systems (e.g., electronic 
health records [EHRs], computerized physician 
order entry [CPOE], and electronic medication 
administration records [eMARs]) to allow the 
pump to be wirelessly pre-populated with infusion 
parameters from the EHRs and infusion data to be 
sent back wirelessly to the EHR.5

CONCLUSION

Incidents have been reported in which drug libraries 
with DERS have been bypassed during infusion 
pump programming, resulting in harm to patients. 
A key contributing factor is the misalignment 
between orders and drug libraries, which leads to 
workarounds. Practitioners in all disciplines should 
engage with those who build and regularly review 
and update drug libraries to ensure alignment of 
these devices with organizational protocols, order 
sets, and best practices. A timely process to support 
end-users when they identify challenges with pump 
programming or missing drug library settings and a 
clear process to remedy any concerns are key to 
optimizing safety with smart pumps.  
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FIGURE 1. Image of a smart pump with an on-screen 
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The diversion of controlled drugs from hospitals a�ects patients, the public, health care workers, 
hospitals, and the health system as a whole. There is recognition of drug diversion as a serious problem, 
however, patient safety and quality improvement principles have not yet been broadly applied to 
understanding the vulnerabilities involved, nor implementing mitigation strategies.1 

Medication-use processes in hospitals have multiple weaknesses that have been exploited. 
Organizations can bene�t from guidance to assess their processes against known vulnerabilities and to 
identify safeguards that can improve capacity to prevent or detect diversion.1 

The new Pan-Canadian Diversion Risk Assessment Tool*, which builds upon the Risk Assessment Tool 
for the Diversion of Controlled Substances in Ontario Hospitals,2 is designed to help hospitals identify 
diversion vulnerabilities in the medication-use process related to controlled substances. The tool, 
developed by HumanEra and ISMP Canada, is informed by published literature and feedback from 
members of the Canadian Society of Hospital Pharmacists, Ontario Branch, and other stakeholders. The 
tool also allows hospitals to compare themselves with other Canadian facilities.

The assessment tool includes a comprehensive Quick Reference Guide that provides strategies for 
implementing e�ective corrective actions and a compendium of relevant literature on the topic of 
reducing the risk of diversion.

Canadian hospitals are encouraged to use the Pan-Canadian Diversion Risk Assessment Tool to 
evaluate their respective systems and improve their policies and procedures related to controlled 
substances. Assessment results can also be used in quality improvement initiatives and in preparation 
for accreditation activities.

The complimentary Pan-Canadian Diversion Risk Assessment Tool is available in both English and 
French from: https://mssa.ismp-canada.org/cdn-diversion. For more information, contact 
mssa@ismpcanada.ca.
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The Canadian Medication Incident Reporting and Prevention 
System (CMIRPS) is a collaborative pan-Canadian program of 
Health Canada, the Canadian Institute for Health Information 
(CIHI), the Institute for Safe Medication Practices Canada 
(ISMP Canada) and Healthcare Excellence Canada (HEC). The 
goal of CMIRPS is to reduce and prevent harmful medication 
incidents in Canada.

The Healthcare Insurance Reciprocal of Canada (HIROC) 
provides support for the bulletin and is a member owned 
expert provider of professional and general liability coverage 
and risk management support. 

The Institute for Safe Medication Practices Canada (ISMP 
Canada) is an independent national not-for-pro�t 
organization committed to the advancement of medication 
safety in all healthcare settings. ISMP Canada's mandate 
includes analyzing medication incidents, making 
recommendations for the prevention of harmful medication 
incidents, and facilitating quality improvement initiatives.

Report Medication Incidents
(Including near misses)

Online:  www.ismpcanada.ca/report/
Phone:  1-866-544-7672
ISMP Canada strives to ensure con�dentiality and 
security of information received, and respects the 
wishes of the reporter as to the level of detail to be 
included in publications. 

Stay Informed
To receive ISMP Canada Safety Bulletins 
and Newsletters visit:

www.ismpcanada.ca/safety-bulletins/#footer

This bulletin shares information about safe medication 
practices, is noncommercial, and is therefore exempt 
from Canadian anti-spam legislation.

Contact Us 
Email:  cmirps@ismpcanada.ca
Phone:  1-866-544-7672
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