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The implementation of structured proactive risk 
assessment methodologies can help organizations 
identify and address vulnerabilities in a process, 
technology, product or service before a negative 
outcome occurs. This bulletin shares 3 approaches 
to proactive risk assessment that ISMP Canada has 
used in collaborative projects, specifically cognitive 
walkthrough, failure mode and effects analysis 
(FMEA), and usability testing. 

When planning a new program or change, there is 
often an informal process for considering risks; 
however, a structured process can improve the 
rigour and effectiveness of such an assessment. Key 
types of vulnerabilities to examine in a proactive 
risk assessment include process gaps, workarounds1 
(where team members have to overcome a system 
limitation), points of excessive cognitive burden, 
and inefficiencies. The results of such analysis can 
lead to insights for timely improvements or for 
further study. 

In some projects, it can be beneficial to use 
complementary proactive risk assessment 
methodologies sequentially, with the findings from 
one analysis informing a later step in the project. 
The 3 described methodologies are presented in the 
order in which they would be suggested for a 
sequential project. 

Cognitive
Walkthrough 

A cognitive walkthrough can be used for the 
following purposes:
• to gain an understanding of the process from

the user’s perspective2

• to develop a shared understanding of the points
in the process where problems may occur3

• to suggest improvements for identified
weaknesses in the process3

When to Use a Cognitive Walkthrough

In a health care setting, cognitive walkthrough can 
be helpful when planning a new process or 
considering potential changes to an existing process, 
or it can be used as a step in a detailed evaluation of 
a process (such as an FMEA, as described below). 
A cognitive walkthrough can be done quickly and 
does not require specialized equipment or resources. 
It provides a means of engaging the end-users of a 
process or product (e.g., patients and front-line 
providers) in a way that yields helpful feedback for 
process improvements. 

Understanding and Applying Proactive Risk Assessment Methodologies

When to Use an FMEA

FMEA can be used to assess processes, technologies, 
products, and services. ISMP Canada’s FMEA
framework5 describes the use of this methodology to 
evaluate health care processes. While FMEA shares 
similarities with other evaluation techniques that use 
process-mapping (e.g., LEAN),6 it also includes 
structured risk assessment and prioritization 
components.  

Although FMEA can be used to identify 
vulnerabilities in almost any situation, it can be 
resource-intensive and is typically reserved for the 
evaluation of processes that carry a higher risk for 
patients and/or staff.

How to Conduct an FMEA

Figure 1 outlines the steps in conducting an FMEA. 
Once a process has been selected for evaluation, the 
main process steps and sub-process steps need to be 
identified.5 If a cognitive walkthrough has been 
completed, a flow chart of these steps, in addition to 
any areas of concern that have been identified, will 
already be available. 

How to Conduct a Cognitive Walkthrough

Ideally, a cognitive walkthrough is conducted in the 
environment where the process occurs, using materials 
(e.g., medications, devices, software) that would 
typically be available.2 When this is not possible, the 
walkthrough can take the form of a team meeting with 
individuals representing the disciplines and key 
stakeholders involved in the process under review. 

During a cognitive walkthrough, each individual is 
asked to literally or figuratively “walk through” or 
describe each step. As they do so, they are asked to 
“think out loud”, explaining what they are mentally 
considering while completing the step, as well as any 
difficulties that may occur.2

A key focus of cognitive walkthrough is the mental 
process and cognitive burden required to complete 
particular tasks or activities.2 Understanding these as 
potential vulnerabilities can help in designing 
safeguards to support team members in consistent 
and accurate task completion. 

Failure Mode and 
E�ects Analysis

FMEA is a team-based, structured approach. The 
team typically includes representatives of all 
disciplines and key stakeholders involved in the 
process under review. 

FMEA has the following goals:5

• to reduce the likelihood of failures
• to make failures visible (i.e., enable them to be 

corrected before they reach a patient)
• to reduce the impact of any failure that does occur
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When to Use a Usability Test

Usability testing is resource-intensive and thus is 
typically used to test relatively complex or high-risk 
processes. It can be particularly helpful for testing 
new processes or new technologies.

How to Conduct a Usability Test

Begin by identifying the process or product to be 
assessed and determining the types of participants 
needed. 

For a medication-related process, the test might 
include the following elements:
• the subject medication product(s)
• other, similar medications
• devices needed to administer the product
• other equipment that would be found in a 

typical practice environment

Suitable test participants would represent the 
disciplines typically handling the medication. The 
test begins with a brief orientation, during which 
participants are given background information 
similar to what is available in their work setting.8

The test facilitator observes the participants as they 
complete the assigned task(s) to identify process 
challenges and actual or potential errors. The test 
concludes with a debrief interview. 

Usability test findings demonstrate where end users 
experience difficulties in completing an assigned 
task.7 These findings can be used to develop and 
implement safeguards in the process.

CONCLUSION

Structured proactive risk assessment methodologies 
can support health care providers and organizations 
in analyzing processes, products, and services to 
identify safety vulnerabilities, inefficiencies, and 
difficult user experiences. Readers are encouraged to 
consider how the described methodologies can be 
used in their own practice settings to enhance patient 
safety and improve the care experience for both 
patients and providers.

For each process step, the team brainstorms the 
potential failures that could occur, as well as the 
effect (i.e., consequence) and cause (i.e., contributing 
factor) of each.5 As an example, for a process 
requiring a series of medications in syringes, a 
potential failure mode is a practitioner selecting the 
wrong syringe, and the effect of that failure mode 
could be that a patient receives an intended 
medication at the wrong time. A potential cause 
might be the use of labels that do not prominently 
display critical information. 

The team then evaluates the severity, frequency, and 
detectability of each possible failure. A scoring 
process is used to prioritize the failure modes based 
on the highest potential risks.5

Once the potential failures have been prioritized, the 
team considers approaches to reduce the identified 
risks. Such reductions can be accomplished in any of 
several ways:5

• reducing the severity of the outcome, should the 
failure occur

• decreasing the frequency of the failure
• increasing the likelihood that the failure will be 

detected, should the failure occur

Usability Testing

Usability testing
• is conducted to determine the effectiveness of, 

efficiency of, and satisfaction with a product, with 
testing performed in the context the product was 
intended to support8

• provides quantitative data through observation and 
performance measures,7 as well as qualitative 
findings

A cognitive walkthrough involves walking 
through the process or task of interest, 
examining the mental activities required at 
each step and the challenges experienced.2
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framework5 describes the use of this methodology to 
evaluate health care processes. While FMEA shares 
similarities with other evaluation techniques that use 
process-mapping (e.g., LEAN),6 it also includes 
structured risk assessment and prioritization 
components.  

Although FMEA can be used to identify 
vulnerabilities in almost any situation, it can be 
resource-intensive and is typically reserved for the 
evaluation of processes that carry a higher risk for 
patients and/or staff.

How to Conduct an FMEA

Figure 1 outlines the steps in conducting an FMEA. 
Once a process has been selected for evaluation, the 
main process steps and sub-process steps need to be 
identified.5 If a cognitive walkthrough has been 
completed, a flow chart of these steps, in addition to 
any areas of concern that have been identified, will 
already be available. 

How to Conduct a Cognitive Walkthrough

Ideally, a cognitive walkthrough is conducted in the 
environment where the process occurs, using materials 
(e.g., medications, devices, software) that would 
typically be available.2 When this is not possible, the 
walkthrough can take the form of a team meeting with 
individuals representing the disciplines and key 
stakeholders involved in the process under review. 

During a cognitive walkthrough, each individual is 
asked to literally or figuratively “walk through” or 
describe each step. As they do so, they are asked to 
“think out loud”, explaining what they are mentally 
considering while completing the step, as well as any 
difficulties that may occur.2

A key focus of cognitive walkthrough is the mental 
process and cognitive burden required to complete 
particular tasks or activities.2 Understanding these as 
potential vulnerabilities can help in designing 
safeguards to support team members in consistent 
and accurate task completion. 

Failure Mode and 
E�ects Analysis

FMEA is a team-based, structured approach. The 
team typically includes representatives of all 
disciplines and key stakeholders involved in the 
process under review. 

FMEA has the following goals:5

• to reduce the likelihood of failures
• to make failures visible (i.e., enable them to be 

corrected before they reach a patient)
• to reduce the impact of any failure that does occur

ACKNOWLEDGEMENTS 

ISMP Canada gratefully acknowledges the consumers, health care providers, and organizations that report 
medication incidents for analysis and learning. The expert review of this bulletin by the following individuals 
(in alphabetical order) is also recognized and appreciated: 

Maaike de Vries, Senior Research Associate, The Conference Board of Canada; Hannah Fletcher BASc, Senior 
Human Factors Analyst, Healthcare Human Factors; Serge Maltais MSc, Medication Safety Project Manager, 
Pharmacy Department, Hôpital Fleurimont, Centre intégré universitaire de santé et de services sociaux de 
l'Estrie - Centre hospitalier universitaire de Sherbrooke (CIUSSS de l’Estrie - CHUS), Sherbrooke, QC.

REFERENCES
1. Workarounds: Trash or Treasure? Pa Patient Saf Advis. 2017 Sept [cited 2024 Oct 2];14(3). Available from: 

https://patientsafety.pa.gov/ADVISORIES/Pages/201709_Workarounds.aspx
2. Include cognitive walkthrough in proactive risk assessments. ISMP Can Saf Bull. 2012 [cited 2024 Jul 7];12(1):1-3. 

Available from: https://ismpcanada.ca/bulletin/include-cognitive-walkthrough-in-proactive-risk-assessments/ 
3. Cognitive walkthrough. In: Usability body of knowledge. User Experience Professionals’ Association; 2012 [cited 2024 

May 8]. Available from: http://www.usabilitybok.org/cognitive-walkthrough 
4. Failure mode and effects analysis (FMEA). Milwaukee (WI): American Society for Quality; 2024 [cited 2024 Aug 27]. 

Available from: https://asq.org/quality-resources/fmea
5. Canadian failure mode and effects analysis framework: proactively assessing risk in healthcare. Version III. Toronto 

(ON): Institute for Safe Medication Practices Canada; 2018. Available from: https://ismpcanada.ca/resource/fmea/  
6. What Is Lean Healthcare? NEJM Catalyst 2018 [cited 2024 Oct 2]; Apr 27. Available from: 

https://catalyst.nejm.org/doi/full/10.1056/CAT.18.0193 
7. Usability testing in proactive risk assessments. ISMP Can Saf Bull. 2012 [cited 2024 Jun 20];2(11):1-4. Available from: 

https://ismpcanada.ca/wp-content/uploads/ISMPCSB2012-11_Usability_Testing.pdf 
8. Sugarman RC, Wichansky AM, Budico V, Endsley MR. Evaluating the performance of systems that involve human 

behavior and control [abstract]. Washington (DC): Human Factors and Ergonomics Society; 2023 [cited 2024 Aug 12]. 
Full document available from: https://www.hfes.org/Publications/Books/Evaluating-the-Performance (membership 
required) 

When to Use a Usability Test

Usability testing is resource-intensive and thus is 
typically used to test relatively complex or high-risk 
processes. It can be particularly helpful for testing 
new processes or new technologies.

How to Conduct a Usability Test

Begin by identifying the process or product to be 
assessed and determining the types of participants 
needed. 

For a medication-related process, the test might 
include the following elements:
• the subject medication product(s)
• other, similar medications
• devices needed to administer the product
• other equipment that would be found in a 

typical practice environment

Suitable test participants would represent the 
disciplines typically handling the medication. The 
test begins with a brief orientation, during which 
participants are given background information 
similar to what is available in their work setting.8 
The test facilitator observes the participants as they 
complete the assigned task(s) to identify process 
challenges and actual or potential errors. The test 
concludes with a debrief interview. 

Usability test findings demonstrate where end users 
experience difficulties in completing an assigned 
task.7 These findings can be used to develop and 
implement safeguards in the process.

CONCLUSION

Structured proactive risk assessment methodologies 
can support health care providers and organizations 
in analyzing processes, products, and services to 
identify safety vulnerabilities, inefficiencies, and 
difficult user experiences. Readers are encouraged to 
consider how the described methodologies can be 
used in their own practice settings to enhance patient 
safety and improve the care experience for both 
patients and providers.  

For each process step, the team brainstorms the 
potential failures that could occur, as well as the 
effect (i.e., consequence) and cause (i.e., contributing 
factor) of each.5 As an example, for a process 
requiring a series of medications in syringes, a 
potential failure mode is a practitioner selecting the 
wrong syringe, and the effect of that failure mode 
could be that a patient receives an intended 
medication at the wrong time. A potential cause 
might be the use of labels that do not prominently 
display critical information. 

The team then evaluates the severity, frequency, and 
detectability of each possible failure. A scoring 
process is used to prioritize the failure modes based 
on the highest potential risks.5 

Once the potential failures have been prioritized, the 
team considers approaches to reduce the identified 
risks. Such reductions can be accomplished in any of 
several ways:5

• reducing the severity of the outcome, should the 
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Usability Testing

Usability testing
• is conducted to determine the effectiveness of, 

efficiency of, and satisfaction with a product, with 
testing performed in the context the product was 
intended to support8

• provides quantitative data through observation and 
performance measures,7 as well as qualitative 
findings

Failure mode and effects analysis (FMEA) 
is a step-by-step approach for identifying 
possible failures in a design, a process, or 
a product or service. It also captures the 
effects of each potential failure.4,5

FMEA is based on the premise that all 
processes may contain embedded failures.4,5

FIGURE 1. 
Steps in conducting a failure mode and e�ects analysis.5
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• is conducted to determine the effectiveness of, 

efficiency of, and satisfaction with a product, with 
testing performed in the context the product was 
intended to support8

• provides quantitative data through observation and 
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a method whereby end-users 
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technology, product or service before a negative 
outcome occurs. This bulletin shares 3 approaches 
to proactive risk assessment that ISMP Canada has 
used in collaborative projects, specifically cognitive 
walkthrough, failure mode and effects analysis 
(FMEA), and usability testing. 

When planning a new program or change, there is 
often an informal process for considering risks; 
however, a structured process can improve the 
rigour and effectiveness of such an assessment. Key 
types of vulnerabilities to examine in a proactive 
risk assessment include process gaps, workarounds1 
(where team members have to overcome a system 
limitation), points of excessive cognitive burden, 
and inefficiencies. The results of such analysis can 
lead to insights for timely improvements or for 
further study. 

In some projects, it can be beneficial to use 
complementary proactive risk assessment 
methodologies sequentially, with the findings from 
one analysis informing a later step in the project. 
The 3 described methodologies are presented in the 
order in which they would be suggested for a 
sequential project. 

Cognitive
Walkthrough 

A cognitive walkthrough can be used for the 
following purposes:
• to gain an understanding of the process from 

the user’s perspective2

• to develop a shared understanding of the points 
in the process where problems may occur3

• to suggest improvements for identified 
weaknesses in the process3 

When to Use a Cognitive Walkthrough

In a health care setting, cognitive walkthrough can 
be helpful when planning a new process or 
considering potential changes to an existing process, 
or it can be used as a step in a detailed evaluation of 
a process (such as an FMEA, as described below). 
A cognitive walkthrough can be done quickly and 
does not require specialized equipment or resources. 
It provides a means of engaging the end-users of a 
process or product (e.g., patients and front-line 
providers) in a way that yields helpful feedback for 
process improvements. 
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When to Use an FMEA

FMEA can be used to assess processes, technologies, 
products, and services. ISMP Canada’s FMEA 
framework5 describes the use of this methodology to 
evaluate health care processes. While FMEA shares 
similarities with other evaluation techniques that use 
process-mapping (e.g., LEAN),6 it also includes 
structured risk assessment and prioritization 
components.  

Although FMEA can be used to identify 
vulnerabilities in almost any situation, it can be 
resource-intensive and is typically reserved for the 
evaluation of processes that carry a higher risk for 
patients and/or staff.

How to Conduct an FMEA

Figure 1 outlines the steps in conducting an FMEA. 
Once a process has been selected for evaluation, the 
main process steps and sub-process steps need to be 
identified.5 If a cognitive walkthrough has been 
completed, a flow chart of these steps, in addition to 
any areas of concern that have been identified, will 
already be available. 

How to Conduct a Cognitive Walkthrough

Ideally, a cognitive walkthrough is conducted in the 
environment where the process occurs, using materials 
(e.g., medications, devices, software) that would 
typically be available.2 When this is not possible, the 
walkthrough can take the form of a team meeting with 
individuals representing the disciplines and key 
stakeholders involved in the process under review. 

During a cognitive walkthrough, each individual is 
asked to literally or figuratively “walk through” or 
describe each step. As they do so, they are asked to 
“think out loud”, explaining what they are mentally 
considering while completing the step, as well as any 
difficulties that may occur.2

A key focus of cognitive walkthrough is the mental 
process and cognitive burden required to complete 
particular tasks or activities.2 Understanding these as 
potential vulnerabilities can help in designing 
safeguards to support team members in consistent 
and accurate task completion. 

Failure Mode and 
E�ects Analysis

FMEA is a team-based, structured approach. The 
team typically includes representatives of all 
disciplines and key stakeholders involved in the 
process under review. 

FMEA has the following goals:5

• to reduce the likelihood of failures
• to make failures visible (i.e., enable them to be 

corrected before they reach a patient)
• to reduce the impact of any failure that does occur
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When to Use a Usability Test

Usability testing is resource-intensive and thus is 
typically used to test relatively complex or high-risk 
processes. It can be particularly helpful for testing 
new processes or new technologies.

How to Conduct a Usability Test

Begin by identifying the process or product to be 
assessed and determining the types of participants 
needed. 

For a medication-related process, the test might 
include the following elements:
• the subject medication product(s)
• other, similar medications
• devices needed to administer the product
• other equipment that would be found in a 

typical practice environment

Suitable test participants would represent the 
disciplines typically handling the medication. The 
test begins with a brief orientation, during which 
participants are given background information 
similar to what is available in their work setting.8 
The test facilitator observes the participants as they 
complete the assigned task(s) to identify process 
challenges and actual or potential errors. The test 
concludes with a debrief interview. 

Usability test findings demonstrate where end users 
experience difficulties in completing an assigned 
task.7 These findings can be used to develop and 
implement safeguards in the process.

CONCLUSION

Structured proactive risk assessment methodologies 
can support health care providers and organizations 
in analyzing processes, products, and services to 
identify safety vulnerabilities, inefficiencies, and 
difficult user experiences. Readers are encouraged to 
consider how the described methodologies can be 
used in their own practice settings to enhance patient 
safety and improve the care experience for both 
patients and providers.  

For each process step, the team brainstorms the 
potential failures that could occur, as well as the 
effect (i.e., consequence) and cause (i.e., contributing 
factor) of each.5 As an example, for a process 
requiring a series of medications in syringes, a 
potential failure mode is a practitioner selecting the 
wrong syringe, and the effect of that failure mode 
could be that a patient receives an intended 
medication at the wrong time. A potential cause 
might be the use of labels that do not prominently 
display critical information. 

The team then evaluates the severity, frequency, and 
detectability of each possible failure. A scoring 
process is used to prioritize the failure modes based 
on the highest potential risks.5 

Once the potential failures have been prioritized, the 
team considers approaches to reduce the identified 
risks. Such reductions can be accomplished in any of 
several ways:5

• reducing the severity of the outcome, should the 
failure occur

• decreasing the frequency of the failure
• increasing the likelihood that the failure will be 

detected, should the failure occur

Usability Testing

Usability testing
• is conducted to determine the effectiveness of, 

efficiency of, and satisfaction with a product, with 
testing performed in the context the product was 
intended to support8

• provides quantitative data through observation and 
performance measures,7 as well as qualitative 
findings
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The Canadian Medication Incident Reporting and Prevention 
System (CMIRPS) is a collaborative pan-Canadian program of 
Health Canada, the Canadian Institute for Health Information 
(CIHI), the Institute for Safe Medication Practices Canada 
(ISMP Canada) and Healthcare Excellence Canada (HEC). The 
goal of CMIRPS is to reduce and prevent harmful medication 
incidents in Canada.

Funding support provided by Health Canada. The views 
expressed herein do not necessarily represent the views of 
Health Canada.

The Healthcare Insurance Reciprocal of Canada (HIROC) 
provides support for the bulletin and is a member owned 
expert provider of professional and general liability coverage 
and risk management support. 

The Institute for Safe Medication Practices Canada (ISMP 
Canada) is an independent national not-for-pro�t 
organization committed to the advancement of medication 
safety in all healthcare settings. ISMP Canada's mandate 
includes analyzing medication incidents, making 
recommendations for the prevention of harmful medication 
incidents, and facilitating quality improvement initiatives.

Report Medication Incidents
(Including near misses)

Online:  www.ismpcanada.ca/report/
Phone:  1-866-544-7672
ISMP Canada strives to ensure con�dentiality and 
security of information received, and respects the 
wishes of the reporter as to the level of detail to be 
included in publications. 
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